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INTRODUCTION

Sergey Nazarov is the Co-founder of Chainlink, the leading decentralized oracle network used by
global enterprises and projects at the forefront of the blockchain space. Chainlink enables smart
contracts on any blockchain to reliably connect to real-world data and currently secures billions in
value for smart contracts across the decentralized finance (DeFi), insurance, and gaming
industries, among others. Working with leading banks, insurance companies, and large technology
firms on the creation of universally connected smart contracts gives Nazarov a unique perspective
on what is required to drive mainstream adoption of blockchain technology.

BACKGROUND

Those who have been listeners of Hidden Forces from the early days know that what originally
drew me into crypto was the vision of decentralization (i.e. a world where we could build application
to operate in a trustless environment without the need for a central counterparty) laid out by people
like Vitalik Buterin, Leemon Baird, and other blockchain/DLT founders. The conversations that most
interested me were those dealing with the scalability trilemma and how best to solve it. As the years
have gone by, it seems increasingly likely that core developers will need to rely on a complex array
of solutions (multi-layer, database partitioning, trusted hardware, batching, etc.) in order to scale
these wvarious DLTOSs. The i n d u shluikding out hnotvorlyw mew ,
applications to run on top of these networks (e.g. ecosystem of DeFi applications), but also vital
infrastructure that will be needed for the industry as a whole to scale and fulfill the use cases that |
and other early investors in crypto believe are begging to be addressed. This is where Chainlink
comes in.



https://hiddenforces.io/podcasts/sergey-nazarov-chainlink

WHAT IS CHAINLINK?

Chainlink is not a blockchain, nor is it an alternative to
blockchain databases (i . e. not an
Chainlink is a network of oracles, which are entities
that enable any blockchain to speak with real world
data. Oracles, in practice, consist of a network of
nodes that are all running the Chainlink software.
Unlike a public ledger, which needs to reach network-
wide consensus every so-of t en (even
employing sharding), Chai nl i nkés net
operate in parallel without cross-dependencies,
allowing for any off-chain data resource and
computation to be connected to smart contracts. In
this sense, Chainlink is not a monolithic oracle
network, but a generalized framework for constructing
an unbounded number of decentralized oracle
networks.! This means that when thinking about the
unique set of security challenges or scaling limitations
that face such a network, one cannot rely on the
models developed for conceptualizing blockchain
database architecture, which has a very different set of tradeoffs and limitations.

The centr al claim made by Chai nl i nkobbdockéhainiDL®e r s

enabled smart contracts to fully realize over 90% of their potential use cases, they must be

connected to the outside world. However, this presents a problem

that has already been sourced, organized, aggregated, and stored is controlled by third-parties who
you must necessarily trust and who you hope have not purposefully altered or manipulated the data
in some way that makes it less representative of reality or the truth. Because smart contracts are
deterministic agreements that are designed to self-execute without the need for further arbitration,
having reliable data is even more important than in the analogue world of traditional contracts and
legal agreements.

The crypto market would seem to agree, as Chainlink is now the largest project in Decentralized
Finance (DeFi), most of the large projects in the space, like Aave, or Synthetix, rely entirely on

Chainlink for their data, and last I checked, Chai nl i nkdés oracle powered

billion worth of smart contracts for over 300 different applications across dozens of blockchains.
This is a monster project that has gone largely undetected by non-crypto media outlets, which have
devoted plenty of space to covering Bitcoin and Ethereum.

My goal in this conversation is to bring my listeners up-to-speedontheso-c al | ed Wnor ac/l
why 1 tdéds 1 mportant, ryingmodsolve a by h&imgbuil the biggest,i off-chain
network of trusted computation that currently exists in the space.

1 hitps://blog.chain.link/hovehainlink-supportsany-off-chaindataresourceandcomputation/
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https://blog.chain.link/44-ways-to-enhance-your-smart-contract-with-chainlink/
https://blog.chain.link/how-chainlink-supports-any-off-chain-data-resource-and-computation/

BACKGROUND

Backaround d Q: Can you tell me a bit about yourself? Q: Where
did you grow up? (e.g. life story in five-minutes)

Qrigin of Interests 8 Q: How did you become interested in
networked computing and _distributed ledgers? Q: Is it the

quarantees that these ledgers provide you that most attracts you to
them?

Life Philosophy 8 Q: What is your philosophy on life, politics, and
economics? Q: How important is your experience as a Russian
immigrant from the collapsing Soviet Union in explaining this
philosophy? Q: Do you see any similarities between the USSR post-
collapse and where we are headed in Western countries?

CHAINLINK ARCHITECTURE:
Why the Oracle Problem? & Chainlink attempts to address what

I's known as t heQ:iMyhawe Yoa chgsenddxXdcues
on the oracle problem?

What is the Oracle Problem? 8 Q: What is the Oracle problem? Q: Why does it matter? Q: How
does Chainlink solve for it?

Architecture 8 Q: Can you please walk me through how this system is architected?
Application-Sided Q: 1 f |l &m buil ding a smart contract tha

how do | go about integrating my application with a Chainlink Oracle?

Running a Node 8 Q: What is required for me to run an oracle node if | want to? Q: What is the
process by which an oracle network comes about? Q: What are the hardware requirements for
running an oracle node?

Basic Reguest Model 8 Q: What is the Basic Request Model? Q: How does it work? Q: What
are some examples of this type of model in use today?

Decentralized Data Model (Flux Monitor) 8 Q: What is the Decentralized Data Model? Q: How

does it work? Q: What are some examples of this type of model in use today? (previous was
RunLog)

ff-Chain R rting M | 8 Q: What is the Off-Chain Reporting Model? Q: How does it work?
Q: How do you arrive at consensus within each oracle network? Q: What are some examples of
this type of model in use today? Q: How robust and secure is the consensus process used at the
oracle network level given that you are relying on a leader?
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Qracle Adoption & Chainlink is now the largest project
in the DeFi industry, securing over $15 billion worth of D S N

value locked into various smart contract applications. Q:
What kind of adoption are you seeing for Chainlink?

DeFi 6 Q: How would you go about explaining what
DeFi is to our audience and what the opportunity is? Q:
What value does it provide?

DeFi Growth 6 It 6s the fastest
blockchain, even moreso than Bitcoin. Q: Why do you
think DeFi is growing so rapidly? Q: Is this growth
sustainable? Q: How does DeFi reach its next maturity
phase? Q: How doesitmove beyond bein
w e sdf fmance that it's known for?

DeFi 6s Dependenced @ rHowCdoesi
Chainlink ns@ How iasruméhtalFwolid
you say Chainlink has been to the rise of DeFi?

A

Flash Loans 8 Let 6s tal k more a
minute: According to several headlines, Chainlink feeds
are being used to protect against a new form of attack
known as flash loans. Q: What are flash loans. Q: How
does Chainlink protect against them? Q: What are the
negative consequences of a DeFi application using an insecure oracle solution? Q: How are user
funds affected?

Dangerous DeFi Interdependencies d Do you think the DeFi industry has gotten ahead of itself
and is not properly accounting for all the interdependencies (like the case with flash loans) and how
one application doing XYZ at one end of the network could affect another at some disparate part?

Off-chain Scaling 8 Q: What are your plans for using chainlink to help off-load some of the
computation that is currently happening on-chain in order to increase performance without
sacrificing security on the baselayer? Q: How would this work?

DECQO & DECO is a piece of technology
acquired from Cornell University that enables

users to prove things about their private TLS o 0, s T——
web sessions to smart contracts on public
blockchains, all without compromising the ‘ &
userds confi deFforéxarplei e _ o= " ::
using DECO-enabled Chainlink oracles, °
users will be able to prove to a smart contract _— .
——_— T i

the state of their bank account balance, or o (B —— . e

: : _ _ : & — o
their passport information, or their credit re

score etc. Q: What is DECO? Q: How do you

envision it being used? (e.g. digital identity) o (B °

Q: What impact will it have on smart contracts ®

and their analogous use cases? Q: What

could it (and privacy) mean for DeFi? Q: =N $A
Would enterprises be more likely to use - e’ e
public ledgers if they had access to privacy '

preserving solutions like this?


https://cointelegraph.com/news/warp-finance-adds-chainlink-oracles-to-protect-against-flash-loans
https://blog.chain.link/44-ways-to-enhance-your-smart-contract-with-chainlink/

Verifiable Randomn Function 8 Q: Why is
randomness important? Q: Why candét bl

generate randomness on-chain? Many NFT and
gaming projects have started using Chainlink VRF. Q:
Can you explain to us why VRF could be useful for
these fields?

Abstraction Laver & WEF 6 | 6 ve Chandnk
described as a inbl ockchain a b dot
legacy tech infrastructure, specifically within the
context of a report you guys put out with the World
Economic Forum at the beginning of the year. Q: Can |
you briefly summarize the content of that report and
walk us through what the term means?

Enterprise Opportunities 8 Q: What problems do
you think CIOs at legacy enterprise companies are

facing as it relates to adopting blockchain? Q: How
does Chainlink help them? Q: What is your thesis as it
relates to oracle adoption? Q: Do you believe :
enterprises will choose their middleware solution before they choose which bIockchalns they Want
to support? Q: Why? Q: How close are we to more widespread enterprise adoption of smart
contracts?

INDUSTRY MARKETS, & ENTREPRENUERSHIP:

Value-Driven vs. Ponzi-Driven 6 In 2014, you were asked if alternative, more programable
friendly blockchains (most famously Ethereum, but also a host of others)

would have an effect on the demand for Bitcoin, and your answer was very interesting which was
that you felt that the value of cryptocurrency would begin to be measured by the use cases which
it enables. Y o u s &his & equdily true for all coins which is why coins with legitimate features
are able to so rapidly rise in price; they are undervalued against their future capabilities to enable

these applications.0 Q: Do you still believe that this is true (i.e. do you still believe that ultimately,
the market is going to value these different projects on the value they create for society?)

Macro-Economy d Bitcoin continues to accrue value almost entirely because our modern central
bank administered monetary systems has a bias towards creating asset-price inflation and because
we are nearing the end of a debt super cycle that will lead to a catastrophic debasement of the
currency. Q: Would you agree with this view? Q: Do you think that we are on the cusp of a regime
change in markets? Q: What will that new regime = -
look like? Q: Where does crypto fit into that? Q: Do
you believe that institutions will continue to embrace
crypto largely uninterrupted, creating financial
products around the industry in an effort to monetize
the value created by entrepreneurs and builders like
you?

Macro-Politics d | asked you early on if you felt that :
there were any similarities between the USSR post-

collapse and where we are headed in America and

look at thét subtle small market cap-, the

Western society today. Q: How do you think that ~Many P°te“_tia| use cases. Oh my god
governments will respond to crypto as a category? it even has industry partnerships
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https://twitter.com/Smart_Contract/status/1376620387912581120
https://twitter.com/Smart_Contract/status/1376620387912581120
https://www.quora.com/profile/Sergey-Nazarov

Q: Do you think that crypto threatens, in principle, some
of the value that government provides to (and also,
extracts from) society? Q: What is the threat of
requlation to the space? Q: How will the world re-
organize around crypto once we get through the

transition? Q: How long will this transition take (i.e. the
transition to a mature ecosystem of decentralized
database technologies and use cases)?

Master-Slave d Youbve been asked

believe truly separates us from the 1%, and your
answer was very interesting. You responded by saying
felave moralityd  vnsaster morality. &: What did you
mean by that? Q: What value does money provide in
your mind?

Entrepreneurship 8 Q: What do you think it takes to
be successful as an entrepreneur? Q: What are some
signs that you look for to determine if a team is going to be successful or not? Q: Are there certain
unique qualities to making that assessment in the crypto space vs. traditional entrepreneurship?

Failure 8 Q: How do you see failure? Q: What does failure mean to you? Q: How important is it
to not only to fail repeatedly, but to approach failure in a particular way?

Understanding Where You Fit 8 Youdve s &iodne t Haoatunder s clearn 0 t
understanding or idea of t hei r and avhepeathey f& sndthatc o

landscape. Q: What do you mean by this? Q: Why do you thinkthattheyd o n 6t  under st ¢
they fit? In previously answering a similar set of questions you saidthat many entrepr
mesmerized by the value they want to provide without seeing the reality in which their customer

(i.e. the person who determines their success or failure) exists in. An d t hHisastthe iimdst heart
breaking, because many smart, intrinsically motivated and honorable people fail because they
refuse to &eek the truthdoQ: What do you mean by this? Q: What role does fear play here?

Hiring 0 Q: How do you approach hiring? Q: What do you look for in people that you bring onto

your team?

Passion & Jov 6 Q: What brings you passion and joy?
Heroes 6 Q: Who are your heroes? Q: Who do you model
yourself after?

Memes & Q: What do you think when you see your faces
superimposed or incorporated into all of these funny and
in some cases beautiful Chainlink memes? Q: Why do
you think Chainl i nk o6 s prdifizm
creating these memes? Q: What is the deeper zeitgeist
that you think they capture?

Future 8 Q: What do you think the future is going to look
like? Q: Where are we going as a species?

Leaders & Vision 0 Q: Do you think our society and
people today are desperately in search of new leaders and
a new vision of the future and humanity to follow?




Basic Request Model

callBack
v

(Off-chain)

< fulfilOracleRequest
Oracle Node

ChainlinkCIient transferAndCall —» @ LINK Token onTokenTransfer —» Oracle Contract

s

Oracle Request

ChainlinkClient ___is a parent contract that enables smart contracts to consume data from oracles.
It's available in the Chainlink smart contract library which can be installed using the latest package
managers.

The client constructs and makes a request to a known Chainlink oracle through the
transferAndcCall function, implemented by the LINK token. This request contains encoded
information that is required for the cycle to succeed. In the ChainlinkClient contract, this call is
initiated with a call to sendChainlinkRequestTo

Oracle contracts are owned by oracle node operators, which run alongside off-chain oracle nodes.

The client contract that initiates this cycle must create a request with: (1) the oracle address; (2)
the job ID, so the oracle know what tasks to perform; (3) the callback function, which the oracle will
send the response to.

Oracle contracts are responsible for handling on-chain requests made through the LINK token, by
implementing onTokenTransfer as a LinkTokenReceiver . Upon execution of this function, the
oracle contract emits an OracleRequest event containing information about the request. This
event is crucial, as it is monitored by the off-chain oracle node which acts upon it.

For fulfillment, the oracle contract has a fulfillOracleRequest function which is used by the
node to fulfill a request once it has the result of the job. This function returns the result to the
ChainlinkClient using the callback function defined in the original request.

The off-chain oracle node is responsible for listening for events emitted by its corresponding on-
chain smart contract. Once it detects an OracleRequest event, it uses the data emitted to perform
a job.

The most common job type for a Node is to make a GET request to an API, retrieve some data
from it, parse the response, convert the result into blockchain compatible data, then submititin a
transaction back to the oracle contract, using the fulfillOracleRequest function.



https://docs.chain.link/docs/architecture-request-model
https://github.com/smartcontractkit/chainlink/blob/master/evm-contracts/src/v0.6/ChainlinkClient.sol
https://docs.chain.link/docs/create-a-chainlinked-project
https://docs.chain.link/docs/create-a-chainlinked-project
https://github.com/smartcontractkit/chainlink/blob/master/evm-contracts/src/v0.6/LinkTokenReceiver.sol

Decentralized Data Model
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Each price feed is updated by multiple, independent Chainlink oracle operators. Aggregation is
handled on-chain by FluxAggregator

Each price feed is built and funded by the community of users who rely on accurate, up-to-date
price data in their smart contracts. As more users rely on and contribute to a price feed, the quality
of the price feed improves. For this reason, each price feed has its own properties depending on
the needs of its community of users.

Each price feed is updated by a decentralized oracle network. Each oracle operator is rewarded
for publishing price data. The number of oracles contributing to each feed varies. For example, in
the ETH/USD Price Feed, there are 21 oracles.

In order for an update to take place, the price feed contract must receive responses from a minimum
number of oracles. For example, 14 / 21 oracles. Otherwise, the latest answer will not be updated.

Each oracle in the set publishes answers to the latest price of an asset during an aggregation
round. The answers are validated and aggregated by a smart contract, which forms the feed's latest
and trusted answer.

Each aggregation round is triggered based on one or more aggregation parameters. Whichever
condition is met first will trigger a price update.

A new aggregation round starts when a node identifies that the off-chain price deviates, by more
than the deviation threshold, of the on-chain price. Individual nodes monitor one or more data
providers for each feed. A new aggregation round will also start after a specified amount of time
from the last update.

A Consumer contract is any contract that uses Chainlink Price Feeds to consume asset price data.
Consumer contracts simply reference the correct AggregatorV3in terface and call one of the
exposed functions.

Proxy contracts are on-chain proxies that store the most up-to-date Aggregator for a particular price
feed. Using proxies enables the underlying Aggregator to be upgraded without any interruption of
service for consuming contracts.

Aggregators are the contracts that receive periodic price updates from multiple Oracles. They
aggregate and store the current price on-chain so that consumers can obtain the latest price and
act upon it within the same transaction.

e Consumer Read - Proxy Read I Aggregator



https://docs.chain.link/docs/architecture-decentralized-model
https://github.com/smartcontractkit/chainlink/blob/master/evm-contracts/src/v0.6/interfaces/AggregatorV3Interface.sol

Off-Chain Reporting

Off-Chain Reporting (OCR) is the next Oracle network upgrade replacing the FluxAggregator
model. It represents a significant step towards increasing the decentralization and scalability of
Chainlink networks.

In the FluxAggregator _model, every node must submit their price value individually, and once all
responses are received on-chain, the contract aggregates them to confirm the price.

This solution has been highly effective and reliable since its release. However, there are some
drawbacks. Since every single node must submit a transaction per round, each pays gas to do so,
with aggregation occurring on-chain once all nodes have submitted.

With our Off-Chain Reporting aggregators, all nodes communicate using a peer to peer network.
During the communication process, a lightweight consensus algorithm is run, in which every single
node reports its price observation and signs it. A single, aggregate transaction is then transmitted,
saving a significant amount of gas.

The report contained in the aggregate transaction is signed by a quorum of oracles and contains
all oracles' observations. By validating the report on-chain and checking the quorum's signatures
on-chain, we preserve the trustlessness properties that many have come to expect from Chainlink
oracle networks.

What is Off-Chain Reporting (OCR)?

Imagine ordering 10 items from an online store. Each item is packaged separately and posted
separately, meaning postage and packaging costs must be applied to each one, and the carrier
has to transport 10 different boxes. This is how FluxAggregator works.

OCR, on the other hand, packages all of these items into a single box and posts that. This saves
postage and packaging fees and all effort the carrier associates with transporting 9 fewer boxes.

The OCR protocol allows nodes to aggregate their observations into a single report off-chain using
a secure P2P network. A single node then submits a transaction with the aggregated report to the
chain. Each report consists of many nodes' observations and has to be signed by a quorum of
nodes. These signatures are verified on-chain.

Since only one transaction is submitted per round, the following benefits are achieved:
1 Overall network congestion from Chainlink oracle networks is reduced dramatically
1 Individual node operators spend far less on gas costs
1 Node networks are more scalable because price feeds can accommodate more nodes
il

Data feeds can be updated in a more timely manner since each round needn't wait for
multiple transactions to be confirmed before a price is confirmed on-chain.

This update is the third generation of Chainlink client that nodes support: the first being RunLog,
the second being Flux Monitor, and the third being OCR. This increased redundancy means that
Nodes have multiple battle-hardened failover protocols.

How does it work?

Protocol execution mostly happens off-chain over a peer to peer network between Chainlink nodes.
The nodes regularly elect a new leader node who drives the rest of the protocol.

The leader regularly requests followers to provide freshly signed observations and aggregates them
into a report. It then sends this report back to the followers and asks them to verify the report's
validity. If a quorum of followers approves the report by sending a signed copy back to the leader,
the leader assembles a final report with the quorum'’s signatures and broadcasts it to all followers.

9


https://docs.chain.link/docs/architecture-decentralized-model
https://docs.chain.link/docs/architecture-decentralized-model

The nodes then attempt to transmit the final report to the smart contract according to a randomized
schedule. Finally, the smart contract verifies that a quorum of nodes signed the report and exposes
the median value to consumers.

All nodes watch the blockchain for the final report to remove any single point of failure during
transmission. If the designated node fails to get their transmission confirmed within a determined
period, a round-robin protocol kicks in, such that other nodes also transmit the final report until one
of them is confirmed.

QUOTES:
A wise man seeks the truth for he knows it will always findhim.~ Ser gey Nazar ov
Really, we're a security company. Sergey Nazarov

If you believe, as he does, that blockchain offers the world a better way to organize society, that it
is an infrastructure for helping "people to make their own thoughtful decisions about their life and
their economic self-determination,” and you are the kind of person who approaches even the most
humdrum aspects of life with relentless logic, then maybe it isn't that big a surprise that he has
devoted his |life to addressing the main obst ac
connecting on-chain transparency with the murky world of off-chain humanity. 8 Andrew Leonard

He was the most curious ki d | e v eRelenttessly guledtiahing. If he didn't understand
anything he would corner you and pummel you until it was clear. And usually the reason it wasn't
clear to him was because there was a fault in the original explanationé | decided pretty much after
the first day that either | was going to love this kid forever or | was literally going to beat the shit out
of him in my class. Fortunately it was the former not the latter. ° Lawrence Lenihan

In the ad business, if you can prove that somebody actually clicked on something you can eliminate
billions in fraud. If you can prove that a market event occurred, you can make a financial product
work more efficiently. In an efficient system those savings always flow down to users. | think one
of the big problems that sometimes happen in our space is that people try to reason about smart
contracts from a consumer front-end point of view. The Internet gave me the PC, and | bought
some books. The mobile phone gave me Uber and
where is the button? It takes some time to get past this, to realize that there is no new interface,
there is no new consumer experience. It's a back end innovation, and what that means is you have
to understand the back end problems. The important thing is that the solving of these back end
problems does flow back to people, it either flows back to people in better prices, or it flows back
to people in the existence of services they didn't ever have before.” Ser gey Nazarov

Nazarov was drawn to the school of analytical philosophy, which he describes as being focused on
logic, and concepts like "validity, soundness, and cogency," in contrast to the "continental
philosophers" who "studied metaphysics and all these absolutely vague, undefined things.0 &
Andrew Leonard

Whatever you make to has to be useful. And you have to understand who is going to use it, how

they are going to use it, why they are going to use it, and how that usage is going to evolve. This

is especially important if you are building infrastructure. You can't just have a general
understanding. You have to really understand what is going on at a deep deep level. Ser ge)
Nazarov
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https://www.coindesk.com/most-influential/2019/sergey-nazarov
https://www.coindesk.com/most-influential/2019/sergey-nazarov

RESOURCES:

Basics
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Chainlink Whitepaper

Chainlink Blog (multiple topics)

What is the Blockchain Oracle Problem
Chainlink, an Overview and Our Focus

Intro Articles

(o]

(o]

2020 Has Been Chainlinkdés Year. Her eds
Chainlink's Plans For Blockchain and Beyond in 2021

SmartContent/Chainlink Today

(o]

(o]

o

What Is The True Definition Of Chainlink?
Completing The God Protocols: A Comprehensive Overview of Chainlink in 2021
Connect To All Blockchain Environments Through A Single Chainlink Integration

o Chainlink: Beyond Price Feeds and Data Delivery
o How Chainlink Generates Definitive Truth About the Off-Chain World: Opening Up Multi-
Trillion Dollar Markets For Smart Contracts
o Chainlinkés Network Effect Creates Mor e
o Chainlink: Low-Level Infrastructure for Inter-Oracle Competition
DeFi
o Analyzing the DeFi Ecosystem and The Many Ways Chainlink Can Accelerate Adoption
o DeFi Site & Live Price Reference Data Dashboard (like BTC/USD)
o Data Quality for DeFi Smart Contracts (Blog)
o Aave integration with Chainlink
o Synthetix integration with Chainlink
o The Founders of Synthetix and Chainlink on DeFi, Derivatives and 25 New Decentralized
Price Feeds (Podcast)
o DeFi growth is fuelled by oracles, says Chainlink founder
Intro Videos
o Creating Definitive Truth: Sergey Nazarov Keynote at #SmartCon (Video)
o The Evolution of Smart Contracts and Cryptoeconomic Security (Video)
o The Future of Asset Management Using Smart Contracts & Oracles (Fidelity
presentation)
WEF Report

(o]

(o]

(o]

Chainlink, World Economic Forum Want to Standardize Crypto Oracles (Decrypt)
The missing link between blockchains and enterprises (Report summary)

Bridging the Governance Gap: Interoperability for blockchain and legacy systems (World
Economic Forum co-authored report)

Harmonizing Systems: Smart Contracts and Interoperability (WEF video)
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https://link.smartcontract.com/whitepaper
https://blog.chain.link/
https://blog.chain.link/what-is-the-blockchain-oracle-problem/
https://medium.com/chainlink/chainlink-an-overview-and-our-focus-14f03335b803
https://decrypt.co/51015/2020-has-been-chainlinks-year-heres-why
https://decrypt.co/51492/chainlinks-plans-for-blockchain-and-beyond-in-2021
https://chainlinktoday.com/what-is-the-true-definition-of-chainlink/
https://smartcontentpublication.medium.com/completing-the-god-protocols-a-comprehensive-overview-of-chainlink-in-2021-746220a0e45
https://smartcontentpublication.medium.com/accessing-all-blockchain-environments-through-a-single-chainlink-integration-92c64a2fb541
https://smartcontentpublication.medium.com/chainlink-beyond-price-feeds-and-data-delivery-4e57c43dbf74
https://smartcontentpublication.medium.com/how-chainlink-generates-definitive-truth-about-the-off-chain-world-opening-up-multi-trillion-f5f6ba8cd111
https://smartcontentpublication.medium.com/how-chainlink-generates-definitive-truth-about-the-off-chain-world-opening-up-multi-trillion-f5f6ba8cd111
https://smartcontentpublication.medium.com/chainlinks-network-effect-creates-more-secure-and-lower-cost-oracles-for-everyone-1fe48ac985c2
https://smartcontentpublication.medium.com/chainlink-low-level-infrastructure-for-inter-oracle-competition-f3d0f327b458
https://blog.chain.link/analyzing-the-defi-ecosystem-and-the-many-ways-chainlink-can-accelerate-adoption/
https://defi.chain.link/
https://feeds.chain.link/
https://feeds.chain.link/btc-usd
https://blog.chain.link/the-importance-of-data-quality-for-defi/#:~:text=Providing%20High%2DQuality%20Data%20to%20Next%20Generation%20Applications&text=Chainlink%20has%20consistently%20put%20the,mainstream%20for%20years%20to%20come.
https://medium.com/aave/the-aave-oracle-network-powered-by-chainlink-is-now-live-45bb8a5a8c4e
https://blog.synthetix.io/chainlink-decentralizes-first-wave-of-synthetix-price-feeds/
https://www.coindesk.com/the-founders-of-synthetix-and-chainlink-on-defi-derivatives-and-25-new-decentralized-price-feeds
https://www.coindesk.com/the-founders-of-synthetix-and-chainlink-on-defi-derivatives-and-25-new-decentralized-price-feeds
https://decrypt.co/36468/defi-growth-is-fuelled-by-oracles-says-chainlink-founder
https://www.youtube.com/watch?v=dC3PUvHbVDQ
https://www.youtube.com/watch?v=ufVyX7JDCgg
https://www.youtube.com/watch?v=7ECeIK5_tXk
https://decrypt.co/50910/chainlink-world-economic-forum-standardize-crypto-oracles
https://www.weforum.org/agenda/2020/12/the-missing-link-between-blockchain-and-existing-systems/
http://www3.weforum.org/docs/WEF_Interoperability_C4IR_Smart_Contracts_Project_2020.pdf
https://www.youtube.com/watch?v=VXqcY3usp3Q

ETH Denver Speech and Presentation Slides:

Chainlink is Expanding into New Data and Computation

On-chain Data Marketplace
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o Price and Market Data & Chainlink price data is now powering billionsofd o | | ar ®f6 w
smart contracts across some of the largest apps in DeFi, including_Aave (largest lending
protocol), Synthetix (largest derivatives platform), Yearn Finance (largest yield aggregator)
and several hundred more. (resource: https://data.chain.link/)

o Proof of Reservesd Chai nlinkdés "Proof of Reserves
collateral backing a stablecoin. For example, PoR proves to Ethereum that 1 dollar really
backs each TUSD. If a deviation in the collateral ratio occurs, smart contract developers
can use this data to build into their applications kill switches that halt trading and curb risk.
We think PoR will bring in all sorts of new types of collateral into DeFi. Just last week we
announced a Proof of Reserve integration for Paxos (PayPal's custodian), to bring their
gold-backed stablecoin, PAXG, on-chain. Examples: Bi t Go 6 s Wr a pHRodeat); Bi |
Trust TokenCoisDeskl)FSaDx 6 s Gol d St €& bimDesg)oi n, PAXG

o Insurance Data

Chainlink is bringing onto blockchains new types of insurance data, enabling the
creation of parametric insurance contracts that payout automatically when certain
conditions are met. First place where this is already going to production is Arbol, a
weather risk company servicing 40,000 farmers in the US, Costa Rica, and S.E.
through the use of contracts that payout with Chainlink oracles.

= Arbol - weather/crop insurance (CoinDesk) (Gartner)

= Etherisc - crops (Blog), flight insurance (Blog)

= Nexus Mutual - DeFi insurance (Bloq)

= Marc Cuban discussing Arbol or Etherisc (farming insurance)

F

o Other
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https://www.youtube.com/watch?v=QEXHItGXITY
https://drive.google.com/file/d/17v5vJItvWdxZ3Dr6vw1rqtB2k0faYIEJ/view?usp=sharing
https://aave.com/
https://synthetix.io/
https://www.coindesk.com/what-is-yearn-finance-yfi-defi-ethereum
https://data.chain.link/
https://www.forbes.com/sites/rorymurray/2020/10/01/1-billion-of-bitcoin-on-ethereum-gets-major-boost-as-bitgo-adds-proof-of-reserves-via-chainlink/?sh=13cf7c71f3ae
https://www.coindesk.com/trusttoken-taps-chainlink-for-on-chain-proof-of-reserves-for-trueusd-stablecoin
https://www.coindesk.com/paxos-defi-market-oracle-integration-chainlink
https://www.coindesk.com/what-is-yearn-finance-yfi-defi-ethereum
https://blogs.gartner.com/avivah-litan/2020/10/01/defi-insurance-available-ahead-of-more-blockchain-dapps-and-regulation/
https://blog.etherisc.com/etherisc-teams-up-with-chainlink-to-deliver-crop-insurance-in-kenya-137e433c29dc
https://blog.etherisc.com/etherisc-to-leverage-chainlink-oracles-for-decentralized-flight-insurance-product-9559b64d79c7
https://medium.com/nexus-mutual/nexus-mutual-is-now-using-chainlinks-price-reference-data-contracts-for-decentralized-valuations-6a62c5d4e030
https://www.reddit.com/r/LINKTrader/comments/mfg8aq/mark_cuban_talking_about_oracles_in_farming/?utm_source=share&utm_medium=web2x&context=3

Google Cloud
Everipedia/Associated Press
Trust Minimized Computation
o DECO

DECO is a piece of technology acquired from Cornell University that enables users
to prove things about their private TLS web sessions to smart contracts on public
bl ockchains, al | without compr omi sin
example, using DECO-enabled Chainlink oracles, users will be able to prove to a
smart contract the state of their bank account balance, or their passport information,
or their credit score etc. The Chainlink team thinks it will do for smart contracts what
HTTPS did for private messaging and commerce on the internet. Resources: Forbes
Article on DECO; Sergey Nazarov and Ari Juels: DECO Acquisition and Ari Juels
Chief Scientist for Chainlink Labs; Chainlink Buys Cornell University Tech (Decrypt);
Digital Identity on the Blockchain

o Verifiable Randomness Function (VRF)

Chainlink oracles can provide provable randomness smart contract-based games.
Anything that requires a provably unpredictable outcome can make use of the
network. For example, VRF can be used for provable randomness in the minting
and generation of NFTs, including Dynamic NFETs. Examples: Ether Cards (just
broke all records with $9 million in sales in 24 hours); Axie Infinity (Blog); Pool
Together (CryptoBriefing) (Blog)

o Off-Chain Reporting

Off-chain reporting: Toward a new general purpose secure compute framework by
Chainlink (ZDNet)

Chainlink rolls out OCR system upgrade, reducing gas costs tenfold (Cointelegraph)

Chainlink Promises &6Gh@ixRepodim @ ® @V ChitDaksk)w

WHAT IS THE BLOCKCHAIN ORACLE PROBLEM?

The blockchain oracle problem is one of the most important barriers to overcome to enable smart
contracts on networks like Ethereum to achieve mass adoption across a wide variety of markets
and use cases.

As previously discussed in our Blockchain Ed Series, smart contracts running on blockchains offer
immense potential to redefine the way multiple different parties engage in shared contractual
agreements and exchange value. Operating separate from the smart contract economy is the much
larger non-blockchain digital economy, made up of all the Internet connected devices that now
compute online. A byproduct of this digital infrastructure is an ever expanding reservoir of data and
APIs that provide insights into how the world works; e.g. Internet search results showing popular
topics of discussion in society or loT sensors showcasing common traffic patterns.

Blockchain-based smart contracts and traditional data and APl economies have immense potential
to be the future building blocks of data-driven automation, but the question is how do these two
worl ds connect? This encompasses the crux of
article.

The article will be broken down into five key sections that:
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https://cloud.google.com/blog/products/data-analytics/building-hybrid-blockchain-cloud-applications-with-ethereum-and-google-cloud
https://www.forbes.com/sites/michaeldelcastillo/2020/11/03/how-to-track-official-election-results-on-ethereum-and-eos/?sh=cf5b5a532693
https://www.forbes.com/sites/benjessel/2020/08/29/chainlinks-new-acquisition-from-cornell-university-could-transform-blockchain-for-good/?sh=579e0de2162b
https://www.forbes.com/sites/benjessel/2020/08/29/chainlinks-new-acquisition-from-cornell-university-could-transform-blockchain-for-good/?sh=579e0de2162b
https://www.youtube.com/watch?v=qF2dJJZBlZ0
https://www.youtube.com/watch?v=qF2dJJZBlZ0
https://decrypt.co/40146/chainlink-buys-cornell-university-tech-to-make-oracles-more-private
https://blog.chain.link/digital-identity-on-the-blockchain/
https://www.zdnet.com/article/chainlink-vrf-makes-blockchain-games-more-trustworthy-by-using-verifiable-on-chain-source-of-randomness/
https://www.nasdaq.com/articles/the-next-wave-of-nfts-will-be-dynamic-2021-03-29
https://decrypt.co/63158/crypto-art-nft-superpowers-ether-cards-9m
https://www.coindesk.com/ether-cards-banks-3-7m-in-presale-of-supercharged-nfts
https://axieinfinity.medium.com/axie-infinity-integrates-chainlink-oracles-aa93d3d0983e
https://cryptobriefing.com/winning-the-crypto-lottery-just-got-fairer-thanks-chainlink/
https://medium.com/pooltogether/improving-pooltogether-with-chainlink-vrf-dcf1a3d6ea
https://www.zdnet.com/article/off-chain-reporting-towards-a-new-general-purpose-secure-compute-framework-by-chainlink/
https://www.zdnet.com/article/off-chain-reporting-towards-a-new-general-purpose-secure-compute-framework-by-chainlink/
https://cointelegraph.com/news/chainlink-rolls-out-ocr-system-upgrade-reducing-gas-costs-tenfold
https://www.coindesk.com/chainlink-10x-data-new-off-chain-reporting-overhaul
https://blog.chain.link/what-is-the-blockchain-oracle-problem/
https://ethereum.stackexchange.com/a/84645/57451
https://blog.chain.link/what-is-a-smart-contract-and-why-it-is-a-superior-form-of-digital-agreement/
https://blog.chain.link/what-is-a-blockchain-and-how-can-it-impact-the-world/
https://blog.chain.link/understanding-how-data-and-apis-power-next-generation-economies/
https://blog.chain.link/understanding-how-data-and-apis-power-next-generation-economies/

1 Define the oracle problem
1 Outline the job of an oracle
9 Discusswhy bl ockchains | ike Ethereum dondot of f e
1 Identify the security risks of centralized oracles
7 Introduce Chainlink, the standard for secure and reliable decentralized oracles
The Oracle Problem

The oracle problem revolves around a very simple limitationd blockchains cannot pull in data from
or push data out to any external system as a built-in functionality. As such, blockchains are isolated
networks very akin to a computer with no Internet connection. The isolation of a blockchain is the
precise property that makes it extremely secure and reliable, as the network only needs to form
consensus on a very basic set of true/false questions using data already stored inside of its ledgerd
e.g. did the public key holder sign the transaction with their corresponding private key, does the
public address have enough funds to cover the transaction, and is the type of transaction valid
within the particular smart contract? The very narrow focus of blockchain consensus is why smart
contracts are referred to as being deterministic; they execute exactly as written with a much higher
degree of certainty than traditional systems.

However, for smart contracts to realize over 90% of their potential use cases, they must be
connected to the outside world. For example, financial smart contracts need market information to
determine settlements, insurance smart contracts need lIoT and web data to make decisions on
policy payouts, trade finance contracts need trade documents and digital signatures to know when
to release payments, and many smart contracts want to settle in fiat currency on a traditional
payment network. None of this information is generated within the blockchain, nor are these
traditional services inherently accessible.

Bridging the connection between the blockchain (on-chain) and the outside world (off-chain)
requires an additional and separate. piece of i

What do Blockchain Oracles Do?

A blockchain oracle is secure middleware that facilitates communication between blockchains and
any off-chain system, including data providers, web APIs, enterprise backends, cloud providers,
loT devices, e-signatures, payment systems, other blockchains, and more. Oracles encompass
several key functions:

1 Listen - monitor the blockchain network to check for any incoming user or smart contract
requests for off-chain data

1 Extract - fetch data from one or multiple external systems such as off-chain APIs hosted on
third party web servers

1 Format - enable two systems to intercommunicate by formatting data retrieved from APIs
into a blockchain readable format (input) and/or making blockchain data compatible with an
external API (output)
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https://blog.chain.link/44-ways-to-enhance-your-smart-contract-with-chainlink/

1 Validate-create a cryptographic proof to attest
using any combination of data signing, blockchain transaction signing, TLS signatures,
Trusted Execution Environment (TEE) attestations, zero knowledge proof, and more

1 Compute - perform some type of computation on the data, such as calculating a median
from multiple oracle submissions or running more complex tasks like generating an
insurance quote from several types of data (personal risk profile, market rates, cost of capital,
etc.)

1 Broadcast - sign and broadcast a transaction on the blockchain as a means to send data
and its corresponding proof on-chain for the smart contract's use

1 Output (optional) - send data to an external system upon the execution of a smart contract
such as relaying payment instructions to a traditional payment network or affecting a cyber-
physical system

To offer the functions above, the oracle system must operate both on and off the blockchain
simultaneously. The on-chain component is for establishing a blockchain connection (to listen for
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requests), broadcasting data, sending proofs, extracting blockchain data, and sometimes
performing computation on the blockchain. The off-chain component is for processing requests,
retrieving and formatting external data, sending blockchain data to external systems, and potentially
performing computation in more advanced oracle networks.

A Chainlink oracle powered smart contract for crop insurance that takes in weather data from
multiple sources, uses the aggregated data point to trigger the execution of an insurance contract
on the blockchain, and pays out in any traditional payment method.

Why Bl ockchains Canét Solve the Oracle Proble

Blockchains are highly secure and reliable because of a few specific design principles. As
described above, they only need to form decisions on very basic questions using data solely
generated within its own environment that are provably true or false. In addition, they use
decentralization to both redundantly validate the same piece of data by all the nodes in the network
and ensure that one node or a small group of nodes cannot change the rules of the consensus
algorithm (PoW, PoS, etc.) and Sybil attack the network, e.g. gain 51% control of the hash power.
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These properties provide strong guarantees around determinism, especially in a highly
decentralized and Sybil-resistant network.

However, blockchains are not well suited to answer questions that begin to delve into the realm of
subjectivity or require external data that is not accessible to every node in the network. For example,

a simple questionlike6 What i s t he mar koert OpWh acte iosf tBhiet cwoei ant
can elicit a wide range of different answers that may vary depending on what data source they use

and when they request data from a source. The question then becomes, what is the correct
answer?

Introducing subjectivit y at the base | ayer of the blockchai
host of security, reliability, and governance concerns, which puts at risk the very value proposition
blockchain aims to provide -- unbiased determinism for computing transactions.

One major concern is how to ensure data is high quality when not every node has the same access
to data. Even a basic data request for the price of Bitcoin is very challenging because simply looking
at a website or a single exchange will not be as accurate or reliable as a paid API subscription to a
professional data aggregator with financial incentives to maintain high quality services and decades
of experience filtering data and creating market coverage that accounts for all trading environments.
| t &isemedy difficult to manage and enforce quality control for off-chain data submitted by
blockchain nodes since anyone can run a pseudo-anonymous node and they all have an equal
opportunity to submit answers, yet they may not all be willing to buy a subscription to a high-quality
off-chain API nor is it easily enforceable.

Another major concern is scalability. Every time a new data source needs to be added to the
network or an existing data aggregation method must be adjusted, it requires massive social
governance coordination to get every node in the network to agree and upgrade their software.
This governance overhead increases friction, slows development of other core features of the
blockchain (such as PoS and sharding), and limits the speed of oracle innovation. Ultimately, the
more complexity there is at the base layer of the blockchain, the more attack surface and risk to all
applications that run on it. Even applications not using oracles or not involved with confrontational
data requests will get caught in the crossfire and potentially get disrupted if the entire chain comes
to a halt because of an oracle issue.

A

|l tés for these reasons and many more that or ac
major blockchain, but instead operate as separate networks. This ensures that blockchains have a

lower attack surface and retain their determinism by having a singular focus on blockchain
consensus, while oracles have the required flexibility needed to produce determinism from a
complex and subjective off-chain world without creating dependencies and limitations that put at

risk the entire chain.

Centralized Oracles Introduce Major Risks

The entire point of a smart contract is to achieve determinism through technological enforcement

of the contractods terms as cgoripdoostdyhurhao enforcemerd b i |
To achieve this end, the blockchain cannot have any single point of failure, which must be extended

to the oracle to maintain these properties throughout the entire end-to-end lifecycle of the contract.

Why have a multi-million dollar contract function as a smart contract on a fully decentralized

bl ockchain if a single centralized oracle <can
outcome?
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A centralized oracle is a central point of failure in the smart contract

Whet her itds the devel op mapplicatidn euaning tbeforadleithemsslves r t

or relying on a third party oracle service, both scenarios give excessive power to a single entity to
influence the contract via control of the oracle. While the centralized oracle operator may operate
with the best intentions, they are still subject to all the common centralized problems of today like
downt i me, DDOS attacks, hacks, and accident
major risk.

Even the most noble centralized entities can come under pressure once the value of the contract
scales, opening them up to bribes, intimidation, and regulatory pressure, which ultimately only
require one person involved in the operation of the centralized oracle to go rogue. This model is
not scalable, and d o e sitwith theidea of decentralized infrastructure being a key driver of secure
and reliable automation.

In order to overcome these shortcomings, oracles need to create the same security and reliability
guarantees of a blockchain, although in a different manner given the many differences in how to
solve the oracle problem compared to achieving blockchain consensus.

Chainlink: The Standard for Secure and Reliable Oracles

In order to bring determinism to the oracle layer, Chainlink has developed a decentralized oracle
network that can provide a multitude of different guarantees that can be used in any combination
to provide customized oracle solutions to any use case.

1 Open-source - being an open-source technology allows the wider blockchain community to
independently verify the security and r,ad
well as contribute to its improvement

1 External Adapters - allowing nodes to securely store API keys and manage account logins
enables smart contracts to retrieve data from any external system and API, including those
that are password/credential protected
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